/ - Mfodziezowa Szkofa Liderow Bezpieczenstwa
Mediow Spotecznosciowych
d Erasmu s +
\/

YOUTH SCHOOL OF SOCIAL
MEDIA SAFETY LEADERS

COOPERATION FOR INNOVATION AND THE EXCHANGE OF GOOD PRACTICES
STRATEGIC PARTNERSHIPS IN THE YOUTH SECTOR

»PROJECT FUNDED UNDER THE EUROPEAN UNION ERASMUS+ PROGRAM”

' BJexpert




4

|/ ‘ ' /Mftodziezowa Szkota Liderow Bezpieczeristwa
' Mediow Spotecznosciowych
d Erasmus+
-

- Threats that social media brings to humanity
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- If Facebook were a country, it would be third in terms of seed after China and
ndia;

- It is not time for us
to think for a long time
- it will not fit into

the status bar;

- People remember
Facebook statuses 0, T ¥
better than book quotes; RS
- Internet - cause of /
burned pots and pans,
delays in important meetings andred eyes in the morning.
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Media Threats (or Information Threats) - Potentially possible events,
processes, phenomena that, through exposure to information or other
components of the information system, may directly or indirectly harm N—

the interests of different entities.
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Currently, researchers in
the field of media
security identify the
following potential

sA | sources of media threats:
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ot Significant expansion

of the possibility

of manipulation of human
consciousness by forming &
an individual "'virtual _
Information space"’

around him;
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Ablllty to use technologles of influence on

N’
human mental &
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Collection and use for
personal purposes of
personal data of the
user of the Internet
space;
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Ability to use
technologies of
Influence on human
mental activity;

UNIVERSITESI

~
- & 4
ALANYA HEP ‘@EXPBH
‘ NICTWO MULT|MED|AL{2;.,"
L”’—.

i



N—r’

\" Mtodziezowa Szkota Liderow Bezpieczenstwa
4 Mediow Spotecznosciowych
Erasmus+ |
N’ "

Collection and use for
personal purposes of
personal data of the
user of the Internet
space;
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Manipulation of
public opinion In
relations to certain
soclal events.
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Together with the

~ development of the
Information society, the

« factor of media threats Is
becoming increasingly
Important due to their

. significant impact on
‘various social processes. __
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The main threats to virtual space: the promotion of
suicidal behavior

1) Direct calls for suicidal acts;

2) Depressive content (visual, audio,
video content);

3) Fashion (self-farms, works of art, etc.)

4) the Werther Effect;
5) Games (forums, death games,
Challenge) and more.
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- the development of a culture of V|olence

-, Happy slapping” is a beating for fun
- protest mood

- recruitment to radical organizations

- nationalism, neo-fascism, etc.
- Fake news / mformatlon manipulation
- )
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€yberbullying or |nternetTfiobbing IS @ modern form of
aggression that has become widespread with the advent
of mobile phgnes, the Internet.
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Hatlng negative comments and messages to a
- specific person, often without justifying their position.
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~/ Flaming is an outburst

of humiliation in public
space (often in chat
rooms and social
networks),

allowing others to
engage In negative
language.
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"CyBerstyIing - The use of electronic
./ communications to harass a victim through

repeated threats of alarm and annoyance,
messages intended to |nt|m|date the victim to
the threat of unlawful B2/ P 1’§
acts or damage that may §e “u
be undertaken with m
the recipient of the
message
or his or her family.
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= Trolling - posting on the Internet (on forums, In
discussion groups, blogs, etc.)
provocative messages

with the aim of causing a
flame, conflicts between
participants, mutual images
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